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ICANN70 DNS Abuse Discussions - Reminder

GAC Discussions of DNS Abuse during ICANN70

e Agenda Item 8 - DNS Abuse Mitigation Discussions (1/2)
o  SSR2 Review Recommendations
O  Next Steps

e Agenda ltem 12 - GAC Meeting with the ICANN Board
o  SSR2 Review Recommendations
o  Access to and Accuracy of gTLD Registration Data

e Agenda ltem 14 - GAC Meeting with the GNSO
o  SSR2 Review Recommendations
o Accuracy of gTLD Registration Data

e Agenda Item 16 - DNS Abuse Mitigation Discussion (2/2)
o  Panel Discussion of DNS over HTTPS (DoH)

Other Relevant Sessions during ICANN70
e Contracted Parties DNS Abuse WG Community Outreach
e |CANN Board Meeting with SSAC
e |CANN OCTO on DNS and Naming Security
® SSAC Public Meeting

Tue. 23 March 1400 UTC

Tue. 23 March 1800 UTC

Wed. 24 March 1400 UTC

Wed. 24 March 1615 UTC

Mon. 22 March 1530 UTC
Wed. 24 March 1930 UTC
Thu. 25 March 1400 UTC
Thu. 25 March 1530 UTC
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PSWG Work Plan - Reminder

Strategic Goal 1: Develop DNS Abuse and Cybercrime Mitigation Capabilities

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.

1.7.
1.8.
1.9

Implementation of CCT Review Recommendations for Subsequent Rounds of New gTLDs
Seek and Support Improved Registries Prevention and Response to Security Threats

Seek and Support Registrars Adoption of Proactive Anti-Abuse Measures

Survey and Review ccTLD Best Practices for adoption in the gTLD space

Ensure Enforceability and Effective Enforcement of Safeguards Provisions in ICANN Contracts

Improve DNS Abuse Data Collection, Quantification, Reporting and Use by Relevant
Stakeholders

Improve Domain Seizure And Forfeiture Process in Coordination With Contracted Parties
Follow-up on Previous GAC Advice Regarding the Mitigation of DNS Abuse
Assess Impact and Risks of DNS Encryption (DNS over HTTPS/TLS) on DNS Abuse Mitigation
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Key: Ontrack | On hold pending some development or clarification | Challenged



